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ST

The first piece of European regulation on cyber security of its kind for critical
national infrastructure.

10/05/18

The date when the NIS Directive came into force in UK law.

£17m

The most serious penalty that can be issued under the NIS Directive for noncompliance.

01/11/18

The date on which organisations who are answerable to the NIS Directive should
have registered with the Information Commissioner. Many people have missed
this deadline due to lack of publicity, but should register as soon as possible to
avoid fines.
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INTRODUCTION
This practical guidance paper explores the basics of the NIS Directive and
what is required from organisations of national importance.

......
What is the NIS Directive?
Most people reading this will already know what the NIS Directive (NISD) is and will
be more concerned with how to achieve NISD compliance. But just in case, we’ll
summarise it.
The Directive on security of network and information systems (NIS Directive/NISD)
is the first piece of cyber security legislation passed by the European Union (EU).
The NISD sets a range of network and information security requirements which
apply to Operators of Essential Services (OESs) and Digital Service Providers
(DSPs).
The legislation was created as the European Union recognised that any cyber
security incident could affect multiple Member States and they wanted to improve
the EU’s preparedness for a cyber-attack.
Despite being in effect since the same date as the GDPR, many organisations are
still unaware of the NISD and how to gain and maintain NISD compliance.
With an increasing amount of attacks on critical national infrastructure, such as
2017’s WannaCry ransomware attack, there is a growing need to improve the
security of network and information systems.
This guidance paper outlines the NISD and explains how IRM’s GRC platform,
SYNERGi, can help you maintain compliance.
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WHAT IS THE THRESHOLD?

......
The NISD will apply to companies that fall within the
definition of:
Operators of Essential Services (OES) who are established in the EU.
Digital Service Providers (DSPs) who offer services to persons within the EU (excluding
those who employ fewer than 50 people or turnover less than 10 million Euros).

Types of organisations include, but are not limited to:

......
......
......
......
......
......
......
......
......

1. ENERGY - GAS

2. ENERGY - OIL
3. ENERGY - ELECTRICITY

4. TRANSPORT - RAIL
5. TRANSPORT - MARITIME

6. TRANSPORT - ROAD

7. TRANSPORT - AVIATION

8. HEALTH
9. TELECOMMUNICATIONS
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..........
.....

......
Facing the challenge

As part of the NISD, organisations have to comply with four key objectives and
14 security principles set out by the UK Government. Despite this guidance,
organisations are still facing many challenges. The four objectives are:
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A

MANAGING SECURITY RISK

B

PROTECTING AGAINST CYBER-ATTACKS

C

DETECTING CYBER SECURITY EVENTS

D

MINIMISING THE IMPACT OF CYBER SECURITY

Appropriate organisational structures, policies and processes.

Proportionate security measures in place to counter an attack.

Ensuring effective cyber security defences.

To ensure the delivery of essential services.

NIS DIRECTIVE:
CORE CHALLENGES

#1

LACK OF DEFINITION

#2

DUPLICATION

#3

PENALTIES

#4

GDPR OVERSIGHT

#5

FUNDING

#6

LACK OF VISIBILITY

The security principles are broad, leaving organisations
struggling to determine the relevant measures to undertake.

Concerns with duplicating efforts across existing programmes
(such as ISO 27001 and GDPR) and the NISD framework.

Non-compliance with the NISD could result in fines of £17m or
£150k per Board Director across all EU countries.

GDPR has nullified appetite to kickstart another transformation
programme, meaning obligations are being overlooked.

Funding cycles across the verticals relative to the NISD tend to
be in five year cycles.

Difficulty for organisations to track, monitor and maintain
compliance for the NISD as a whole.

The combination of these challenges leaves most organisations confused about what
the next steps are to achieve and maintain NISD compliance. Read on to discover
how IRM can offer a solution to support your organisation with the NISD.
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SYNERGi - A CYBER SOLUTION
FOR THE NIS DIRECTIVE

......
Our solution
SYNERGi’s NISD suite of Governance, Risk, Compliance Management
(GRC) modules enable Operators of Essential Services (OESs) and Digital
Service Providers (DSPs) to avoid the challenges faced with adopting the
security principles.
SYNERGi is IRM’s integrated GRC software platform. It streamlines a
wide range of policy, asset management, risk management. It helps
systematise audit processes and facilitate compliance with frequently
changing local and international compliance and control requirements.

..........
.....
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Critical national infrastructure organisations can leverage the solution
in various ways to mitigate enterprise-wide risks, enhance legal and
environmental compliance, streamline audit activities, maintain records
for reliability and enable collaboration in a cost-effective way.

HOW DOES SYNERGi ADDRESS THE
NISD REQUIREMENTS?

#1

GOVERNANCE & BUSINESS MODELLING

Map organisational structures, policies and processes to
understand, assess and systematically manage security risks.
Easily track what data you have, why you have it, what it is
used for and if consent is required.

#2

RISK MANAGEMENT

#3

GAP ANALYSIS

#4

NISD CONTROL MANAGEMENT

#5

VENDOR MANAGEMENT

#6

AUDIT MANAGEMENT

#7

INCIDENT MANAGEMENT

Based on the introduction and enhancement of controls such
as NIST and ISO, agree on risk appetite and remediate.

Break-down regulatory control areas to generate a simple
process to assess and understand the current compliance level.

Supports the required NISD processes that all companies
need to implement to maintain compliance.

Manage third-party suppliers’ due diligence programmes,
providing a holistic view of information security risks.

Assess existing control frameworks and assign relevant
actions to control owners.

Log and track incidents to enable the notification and
remediation of any breaches, meeting the NISD requirements.
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BENEFITS OF SYNERGi
We’ve gone through what the GRC platform can help you achieve in direct link
to the NIS Directive, but what are the benefits of the platform?

......
......
......
......
......
......
......
......
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Provides holistic information security risk identification and risk
treatment as per business goals.
Increases effective awareness across the organisation on
information security risks and subsequent risk management
approach.
Offers continual compliance measurement to ensure applied
controls are current and relevant.
Provides quantitative and qualitative risk assessment
methods from multiple perspectives.
Manages your organisation’s information security posture with a
comprehensive framework.
Prioritises, monitors, and remediates your business risks to
protect your most valuable assets.
Projects different business scenarios to understand the impact
of change on risk levels.
Allows you to manage your vendors’ compliance as well as
your own, to give you complete supply chain visibility.

WHAT STAGE ARE YOU AT?

“
“
“

Our organisation has started the NIS Directive transformation
programme but we need a readiness assessment a health check and/or
consultancy. r consultancy.

We have an existing framework but it’s maintained in a spreadsheet or
SharePoint. consultancy.

We haven’t started the NISD compliance process and we need a
transformation programme. r consultancy.
No matter what stage you are at, IRM can support you. With our consultancy services
and the SYNERGi GRC platform’s NISD Suite, you will enable you to implement, track and
maintain compliance across the whole organisation.

For further information, or for a SYNERGi GRC platform demonstration, email
hello@irmsecurity.com
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